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PRACTICAL POLICYHOLDER ADVICE
Many companies have recently experienced data breaches resulting in disclosure of their customers’

P.F. Chang’s, a well-known restaurant chain, recently discovered that its cybersecurity policy would not cover
various costs for remedying a data breach even though the policy was marketed as providing comprehensive
coverage for cybersecurity risks. In P.F. Chang’s China Bistro, Inc. v. Federal Insurance Company, No. CV-1501322, 2016 U.S. Dist. LEXIS 70749 (D. Ariz. May 31, 2016), the court granted the insurer’s motion for summary
judgment, filed by Federal Insurance Company. While this is among the first cases to address the
responsiveness of a cyber policy to a data breach, the opinion serves as a warning to policyholders that wish to
obtain truly comprehensive cybersecurity coverage for all costs resulting from a data breach.
The coverage claim arose after computer hackers accessed Chang’s records and obtained approximately 60,000

Under the agreement between Chang’s and BAMS, Chang’s delivered information about customers’ credit cards
to BAMS, which then settled the transaction through an automated clearinghouse and credited Chang’s with the
amount of the payment. Id. The agreement also obligated Chang’s to indemnify BAMS against certain fees and
assessments imposed on BAMS by credit card associations like Visa and MasterCard for costs associated with
data breaches. Here, MasterCard imposed three charges on BAMS that Chang’s was contractually required to
indemnify: (1) $1,716,798.85 for payments MasterCard made for fraudulent transaction; (2) $163,122.72 for
costs to notify cardholders; and (3) a “Case Management Fee” of $50,000, which apparently was a flat fee for
MasterCard’s work on the incident. Id. at *5–6.
After receiving BAMS’ request for reimbursement, Chang’s requested coverage for the fees and assessments
from Federal under three coverage clauses in its cybersecurity policy. Federal denied coverage, and as a
result, Chang’s sued Federal. Following discovery, including a deposition of the Federal underwriter, Federal
filed its motion for summary judgment in which it argued that it had no obligations under the three coverage
clauses, and that coverage was barred under the policy’s definition of “Loss” and two exclusions barring
coverage.
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The first coverage clause examined by the district court promised that Federal would pay for the insured’s loss
due to a claim “for an Injury,” including a “Privacy Injury,” which the policy defined as “injury sustained or
allegedly sustained by a Person because of actual or potential unauthorized access to such Person’s Record, or
exceeding access to such Person’s Record.” Id. at *12 (emphasis added). Construing this language, the district
court held that “[t]he usage of the word ‘such’ means that only the Person whose Record [i.e., information] is
actually or potentially accessed without authorization suffers a Privacy Injury.” Id. at *14–15. The court
reasoned that a “Privacy Injury” was suffered by banks that issued the relevant credit cards because the credit
card information belonged to those banks. Id. The court further reasoned, however, that BAMS did not suffer a
“Privacy Injury” when it paid the banks to alleviate their “Privacy Injury,” because the credit card information did
not belong to BAMS. Id. Thus, the court concluded there was no coverage because BAMS—not the banks—
was bringing the claim to pay for the banks’ underlying “Privacy Injury.” Id.
This holding is unfortunate because it arbitrarily hinges on which entity is seeking payment for costs associated
  

As for the second coverage clause, Federal promised that it would pay for “Privacy Notification Expenses”—e.g.,
costs for notifying cardholders—that were “incurred by an Insured.” Id. at *15–16. The parties disputed whether
the term “incurred by an Insured” included the charges imposed by MasterCard on BAMS, which it ultimately
passed on to Chang’s. Id. On this issue, and pursuant to well-established principles of insurance contract
construction, the district court held in favor of Chang’s, because Chang’s was ultimately liable for paying the
expenses under its agreement with BAMS. Id. at *17–18.
Under the third coverage clause, Federal was to pay for “Extra Expenses” incurred by an insured to avoid
  

Because of its mixed decision on the coverage clauses, the district court then analyzed whether coverage was
  

The court rejected Chang’s argument that such provisions should not apply to obligations the insured was
responsible for absent any assumption of liability, finding that there was no evidence that Chang’s would have
been liable to pay the MasterCard assessments to BAMS absent Chang’s contractual agreement with BAMS. Id.
at *25. In reaching this conclusion, however, the Court did not appear to conduct any detailed analysis of
equitable subrogation or other legal theories under which Chang’s may have been exposed to the same liability.
Moreover, the court did not engage in a detailed analysis of whether these exclusions were improperly asserted
by Federal to gut coverage, even though the court stated in dicta that it was following the black-letter rule that
exclusions should be interpreted narrowly against the insurer. As a result, the opinion should be read as having
very limited (if any) value as persuasive precedent on this issue.
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Finally, Chang’s made an argument based on the “reasonable expectations” doctrine, which under Arizona law

Chang’s has filed a notice of appeal with the U.S. Court of Appeals for the Ninth Circuit, so it may yet be
reversed. Nevertheless, the trial court’s decision is problematic for several reasons, not the least of which is the
obvious disconnect between Federal’s marketing of the policy as providing broad and comprehensive coverage
and its more limited response when actually affording coverage for all costs resulting from a data breach. If
policyholders want broad and comprehensive cyber policies, they would be well advised to make certain that the
insurer’s underwriter removes or revises any boilerplate exclusions that could effectively gut coverage for
common cyber risks and their resulting costs and expenses.
Daniel A. Johnson would like to thank Matthew L. Jacobs (partner, Washington, DC) for his contributions to this
article.
This Update was also published in the Los Angeles and San Francisco Daily Journal as part of Jenner & Block’s
monthly Insurance Law Update series.
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